Installing the Root & Intermediate Certificates

You can download the files you will need for this from the support page “Instructions to install”
Save these Certificates to the desktop of the webserver machine, then:

Click the Start Button, select Run, type mmc and select OK

Type the name of a program, folder, document, or
Internet resource, and \Windows will open it for you,

Open: | mime W |
[ (874 ] [ Zancel ] [ Browse, .. ]
Click File and select Add/Remove Snap in
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Exit:

adds or removes individual snap-ins.

Select Add
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Add/Remove Snap-in

Standalone | Extensions |

|z thiz page to add or remove a standalone Snap-in from the console.

Snap-ing added to: |'S Conzole Foot b

Dezcriphon

Femove About...

(] I [ Cancel

Select Certificates from the Add Standalone Snap-in box and click Add
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Add Standalone Snap-in

Available Standalone Snap-ins:

Snap-in “endor o
ﬁ.-’-‘-.u:tivex Conrol Microzoft Corporation
i . Certificates Microsaft Carporation
@ Component Services Microzoft Corporation
Q Computer Managernent Microzoft Corporation —
Device Manager icrosoft Corporation
@ Dizk Defragmenter Microzoft Corp, Executi...
ﬁ Disk Management Microgoft and VERITAS. .
Event Viewer Microzoft Corporation
[ dFolder icrosoft Corporation
Group Policy icrosoft Corporation b

Dezcription
The Certificates snap-in allows you to browse the contents of the
certificate stores for pourzell, a service, or a computer.

Select Computer Account (NOTE: This step is very important. It must be the computer account
and no other account) and click Next

Certificates snap-in

Thiz shap-in will always manage certificates for:

() My user account

() Service account

Meut = ] [ Cancel
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Select Local Computer and select Finish

Select Computer,

x)

Select the computer you want this znap-in to manage.

Thiz znap-in will alvways manage:

(®)Local computer: [the computer this conzale is running ong

() Another computer; ‘ Browse...

[] Al the zelected computer to be changed when launching from the command line. Thiz
only applies if you zave the conzole.

< Back ” Finizh ][ Cancel

Close the Add Standalone Snap-in box, click OK in the Add/Remove Snap in
Return to the MMC
To install the your Root Certificate:
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Right click the Trusted Root Certification Authorities, select All Tasks, then select Import.
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ertificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
kste, and cartificate revecation kste from your disk to &
certificate store.

A certificate, which s issued by a certification authority, is
& confirmation of your identity and containg information
used o protect data of to establsh secune netmork
connectons, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

| Hext> Cancel
Click Next.
[
File to Import
Specify the fle you want to mpert.

=%
i

Browse...

Naobe: More than one certificate can be stored in & singls file in the folowing formats:
Personal Information Exchangs- PKCS 212 (PR, P12)
Cryptagraphic Messags Syntax Standard- PKCS 27 Certficates (P78)
Micrasoft Serialired Cartificate Store (.S5T)

< Back hiexct > Cancel

Locate the Root Certificate and click Next.
When the wizard is completed, click Finish.
To install the Intermediate Certificate/Certificates:
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Right click the Intermediate Certification Authorities, select All Tasks, select Import.

Complete the import wizard again, but this time locating the intermediate Certificate when
prompted for the Certificate file.

(note you will need to repeat this step for all the intermediate certificates that are sent to you.)

Ensure that the Root certificate appears under Trusted Root Certification Authorities

Ensure that the intermediate certificate / certificates appears under Intermediate Certification
Authorities

Once these are installed you may need to restart the server.
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